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ABSTRACT
Trusted distributed systems differ from trusted monolithic systems in that the medium linking
the components of the distributed system may be subject to wiretapping threats. This las
led to a misconception that the primary concern In covert channel analyses of distributed
systems should be the misuse of protocol fields as a means to covertly signal information to
wiretappers having access to the communications medium, Depending upon the network's
environment this may not be a problem at all. However, all networks do have internal hostto-host channels that must be analyzed in order to satisfy the assurance requirements of
distributed systems at ,he B2 level and higher, This paper describes a layered approach for
analysis of these internal channels that is consistent with the way in which communications
networks are actually designed and built, Additionally, the use of embedded, network-based
access controls Is proposed as a means to prevent certain host-to-host channels,

2. Background
The National Computer Security Center has developed the
Trusted Network Interpretation (TNI) [1], to be used In the
evaluation of trusted network systems and their
components. The TNI reflects two different, and sometimes
conflicting, perspectives on the overall security problem:
(1) an extrapolation of the trusted system principles
from the Trusted Computer System Evaluation
Criteria (TCSEC) 12] into a distributed environment,
and

1. Introduction
This paper addresses two distinct ways in which information
contained within a securo distributed system or network can
be covertly compromised. The first, the threat of
wiretapping or compromise of the network medium has
been discussed in the literature although it does not seem
to fit the traditional definitions of the covert channels, It Is
pointed out that networks, especially Local Area Networks
(LANs) are not necessarily subject to this threat, but if they
are, the threat may require the redefinition of the term
covert channel as well as changes In the ways that such
systems are modeled.
echannel in
The second mechanism is the traditional coverthnnli
object to
an
as
used
normally
not
which a system resource
contain information is used to signal information between
subjects or users of the system. Both the desire to evaluate
components for use in building network systemb and the
complexity of such systems (and even the components)
makes It difficult to anaeyze networks effectively with
traditional covert channel techniques. Further, the
interconnection of multiple trusted computer systems raises
the possibility that a flaw In one system can be exploited by
users in other systems leading to the possibility of a covert
channel that spans the network,
A layered method of analysis Is proposed that closely
follows the ways in which such systems are designed and
constructed In practice.
If such channels must be
considered, techniques are available to reduce their
bandwidth. This section concludes with the discussion of
one such method based on the introduction of host to host
access controls.

(2) a communications serurity perspective that Is
concerned
with protecting
the integrity
and secrecy
of communications
within
potentially
hostile
environments.
The TNI addresses both areas, with Part I ratings defining
the security policy, authentication, assurance and
documentation requirements for loosely-coupled distributed
computing systems, and Part it ratings addressing the
security of the interconnecting communications paths.
The differing emphases of these perspectives has lead to
confusion in the area of covert channel analysis. The TNI
continues the requirement to address covert channels within
the Individual computing systems and observes that there
are additional instances of covert channels associated with
communications between components: i.e., the exploitation
of network protocol Information.
The evaluation of trusted systems must provide for the
analysis of both overt and covert channels. Within trusted
comouter systems, overt charnels result from the use of the
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system's protected data objects to transfer information
directly from one subject to another. Analysis of the system
must lead to the conclusion that all overt channels conform
to the system's security policy.
On the other hand, covert channels usd entities not
normally viewed as data objects to transfor Information from
one subject to another in violation of the system's security
policy. Storage channels result from an exploitation of a
shared storage resource, while timing channels result from
the modulation of the system's response time.
such channels:

Sprovide

following

Covert Channel
A communications channel that allows a process to
transfer information that violates the system's security
policy. A covert channel typically communicates by
exploiting a mechanism not intended to be used for
communication.
Covert Storage Channel
A covert channel that involves the direct or Indirect
writing of a storage location by one process and the
direct or indirect reading of the storage location by
another process. Covert storage channels typically
involve a finite resource (o.g,, sectors on a disk, device
status flags, etc.) that is shared by two subjects at
different security levels.
Covet
TmingChaneldestinations
Covert Timing Channel
"Acovert channel in which one process signals
information to another by modulating its own use of
system resources (e.g., CPU time) in such a way that
this manipulation affects the real response time
observed by the second process.
Historically, most methods for dealing with covert channels
within computer systems have been ad hoc. 13] describes
the approach used for performing a covert channel analysis
during the Honeywell Multics evaluation. Mechanical covert
channel analysis tools have been developed for systems
characterized by formal top level specifications. These
tools, typified by the SRI MLS Flow Tool [4], are based on
the assignment of security levels to each TCB resource
attribute and the genelation of formulas which, If proven to
be true, ensure that all information transfers within the
specification conform to the system's security policy. The
Shared Resource Matrix (SRM) methodology proposed by
[5] is an Intermediate approach (betwe%,n the ad hoc
methods and information flow tools) that can be used at a
variety of different levels of abstraction,
The development of covert channel analysis methods, such
as those mentioned above, results from the TCSEC
requirement to perform covert channel analyses beginning
at the B2 assurance level. Since there are only two local
area network components known to be under evaluation by
the NCSC at the time this paper was written, there is not a
significant amount of literature available on the subject of
covert channels In LANs.

3. The Wiretap Threat
The TNI seems to assume that the primary covert channel
threat to networks results from attacks on the network
communications medium by wiretappers who are not
"subjects" of the network, Both of the references cited by
the TNI In this area, mention the existence of covert
channels from an untrusted subject to an external
wiretapper. [6] addresses the inability of end-to-end
encryption hardware to protect against malicious use of
address, length, and timing information by untrusted host
software. [7] defines the same three mechanisms within a
environment and describes the results of an
experiment to measure the bandwidth of the addrossing
channel.
As described In the following sections, we believe this
emphasis on covert channels involving wiretappers is
somewhat misleading. Within LAN environments, at least,
wiretap threats can be addressed in the same way that they
are addressed in any other trusted facility: by physical,
procedural, and administrative security mechanisms,
The mechanisms Identified by [6] and [7] involve the
modulation of protocol fields or other externally visible
aspects of the communications packet. Girling identifies the
following three methods of exploiting conventional LAN
Interface devices to covertly signal Information to a
wiretapper:
LAN Address

Packet Length

A cover storage channel is possible
when a high-level hos process can
multiple
to
packets
address
and a wiretapper
can
observe thi sequence of packets.
oberv the
sequneof packets.
A cover storage channel is possible
when a hIgh-level host process can
determine the length of outgoing
packets and the wiretapper can
observe the lengths of these
packets.

Inter-Packet Delay A covert timing channel Is possible
host can
when a high-level
between
delay
modulate the
outgoing packets and a wiretapper
can observe and measure these
delays.

3.1. BandwIdths
Both [6] and 17] point out that the bandwidths of such
channels may often be in excess of 100 bits per second. It
appears that these estimates understate the potential
bandwidths that could be achieved using current LAN
devices.
(1) The IEEE 802.3 specification defines a six-byte
destination address field and packet lengths from
64 to 1518 octets. Assuming all addresses can be
generated without detection, the width of the
address channel bandwidth is potentially 48
bits/packet.
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(2) The increased performance of readily available
LAN hardware means that Information can be
compromised at a proportionally higher rate.
Ethernet boards are available with typical
throughputs of 500 Kbps, and should be able to
generate packets continuously at a rate of 50
packets per second.
From such assumptions, the bandwidth of the address
channel in an Ethernet-like LAN could be on the order of
As higher throughputs become
2400 bits/second.
commonplace, the potential bandwidth of these channels
will further Increase.
sexist Is
sntinot In dispute.
ipt,
That such signaling mechanisms exs
Whether they need to be considered In every network
system is open to question. If the system or component
being examined Is subject to a wiretap threat, there may be
implications that require modification of the system security
policy and the definition of a covert channel.
3.2, Is the Threat Universal?
Are some networks exempt from a wiretap threat? We
believe that this is certainly true for some LANs, but It may
not be the case for geographically distributed network
systems. LANs operating within a physically controlled
environment or routed through protected wireways should
be relatively immune to wiretap attacks.
In order to clarify this issue, consider a series of tour
different systems', as follows:
(1) A trusted monolithic computing system, as addressed
by the TCSEC.
(2) A trusted tightly-coupled multi-processor, multiprogrammed computing system, as described in
Appendix B,4,3 of the TNI.
(3) A trusted, loosely-coupled distributed computing
system, with individual host computers operating at
potentially different security levels. The host computers
are interconnected by a conventional IEEE 802.3 LAN,
and the computers and medium are maintained within
the same protected facility.
(4) A trusted, loosely-coupled distributed computing
system, with individual host computers operating at
potentially different levels, but with each host computer
separately protected,

The significant point Is that in the first two cases the vendor
and the NCSC assume that the system will be operated
according to the assumptions In the vendor's Trusted
Facility Manual. If the monolithic computer system can be
considered a degenerate case of the general computer
system, the corresponding intrusion would be tantamount to
the removal of the cover from the computer system, and
allowing the wiretapper access to bus signals and other
backplane activity.
If the operators of any trusted facility allow unlimited access
to the internals of their system, then there Is significant risk
of data compromise at a very high bandwidth, Conversely, If
It can be assumed that the facility and its equipment are
can be
analysissubjects
channel
the covert
properlytoprotected,
channe's
between
authorized
limited
potential then
c
e
auth
f the
opedato potentialc
operating under control of the TCB/NTCB.
3.3. Security Compliant Communications
The TNI references appear to make the assumption that
networks are necessarily subject to wiretap threats, and
ignore the traditional physical, procedural and administrative
solutions to physical tampering used in trusted computer
facilities, but Appendix B of the TNI describes three
different
methods
for ensuring
security-conpllant
communications.
(1) Documenting constraints in the Trusted Facility
Manual, thereby deferring an assessment of
compliance to accreditation.
(2) Providing suitable end-to-end communications
security techniques.
(3) Administrative restriction of use of the channel.
If the assumption Is made in the Trusted Facility Manual
that the network Is operated in a protected environment,
there should be no need to consider covert channels to
wiretappers. This explicit assumption Is made implicitly in
the evaluation of trusted computer syr'.ems. For local area
networks, in particular, it appears to be a reasonable
assumption to make, considering cost and benefit tradeoffs.
3.4. Policy Implications
This still leaves open the question of whether or not
information flows from a subject (user) of a system to a
wiretapper constitute covert channels In the usual sense of
the term, The answer depends upon the definition of
security policy, since a covert channel Is defined as "a
communications channel that allows a process to transfer
information in a manner that violates the system's security
policy". The TOSEC further defines security policy as "...
the set of laws, rules and practices that regulate how an
organization manages, protects, and distributes sensitive
information". This appears to categorize theft of computer
tape containing classified information as being a covert
channel; however, that Is clearly not what is intended for
the covert channel analyses performed by system vendors.
Covert channel analyses focus on the use of entities not
normally viewed as data objects to transfer Information from
one subject to another (subject] [5]. Subjects, in turn, are
entitles that operate within the control of the TCB (or NTCB)

For each architecture, consider the implications of allowing
an anonymous wiretapper, with arbitrary equipment, access
to the backplane of each of the four systems. Does this
access constitute a potential for a compromise of
information, a violation of the system's security policy?
Using the broad definition of "policy", the answer would
certainly have to be "yes". Clearly, each example provides
the potential for unauthorized disclosure and modification of
data.

The TCSEC/TNI terminology Is used here, so that the term
refers to a collection of computer and communications
hardware, software, and firmware that performs all of the functions
defined In Part I of the TNI. Specifically, a system Is capable of
identifying and mediating access at the human user level.
¶

"system"

nt

en behalf of human users. This appears to have at least
one of the following implications:
228

(1) The wiretapping threat is unrelated to the subject of
covert channel analysis (and requires a physical,
or
administrative
security
communications,
solution); or
(2) Wiretappers can be "subjects", and consequently
must be addressed by the security policy model for
the network system; or
(3) The manner in which covert channel analyses have
been done for monolithic computer systems must
include threats to the physical
changed
be
of the to
system.
security
We dismiss the third altelnativo as unduly overloading the
notion of covert channels. For a system to be secure, a
wide variety of potential threats must be countered. When
the evaluation and accreditations are properly carried out,
this will be done In such a way as to cover operatinnal and
environmental threats as well as architectural ones. There
is no need to include all such threats under the umbrella of
"covert channel analysis". The choice between the first two
alternatives is less clear cut.
At the B2 level of evaluation, both the system's security
policy model and the covert channel analysis are rather
informal. The search for covert channels Is usually based
on the system's Descriptive Top Level Specification (DTLS)
which may be somewhat Imprecise. At the Al level, covert
channel analysis is conducted with respect to the system's

Formal Security Policy Model (FSPM) and Formal Top

4. Covert Channels Between Network Subjects
This section describes a method for identifying and
resolving the remaining Internal covert channels within a
network system, Within a distributed system, internal
channels tend to be between processes existing on different
hosts, where such channels would occur on a single host in
a monolithic computer system. The level of complexity
resulting from interconnecting arbitrary hosts running
arbitrary applications programs may appear unmanageable
at first, because of the potential for large numbers of
interactions between heterogeneous host computers,
operating systems and processes that must be considered.

4.1. Layering and Abstraction
Fortunately, most communications systems (even untrusted
ones) are designed and built In a highly-structured manner
that can be used to reduce the complexity of covert channel
analyses. The ISO Reference Model of Open Systems
Interconnection (OSI) provides a framework for defining
communications protocols, The actual layers of protocol
that are Implemented differ from network to network,
however, the purpose of each layer Is to offer certain welldefined services to the higher layers, shielding those layers
from implementation details. Figure 1 depicts the network
architecture used in this paper, based upon the OSI
reference model,
Name of Unit
Exchanged

Layer

Level Specification (FTLS) using "formal methods", usually

with the aid of mechanical tools. In either case, both the

7

security policy and the system specification must define the
domain of the analysis. If the covert channel analysis is to
include wiretap threats tnen the policy and specification
must include wiretappers. We know of no cases to date in
which this Issue has been explicitly addressed in network
security policy m~odels or specifications.
These observations lead to a conclusion that while
information compromise via wiretap channels can be
performed using techniques similar to those used for covert
channels, the mechanisms are not covert channels under
the definition quoted above with the usual policy definitions
and specification paradigms. In this case, the fault lies with
the policies and specifications. If a system or component
will be subject to a wiretap attack and it is desired to
evaluate the threat as a part of a covert channel analysis,
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the policy for the system must clearly consider the

existence of wiretappers and define the extent (if any) to
which they are permitted access to information contained in
the system. A system specification subject to covert
channel analysis must also explicitly consider wiretappers
as potential subjects and describe their accesses In relation
to other system entities. These additions will clearly Impact
the usual security analysis of the system as well as Its
covert channel analysis.
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Figure 1. Network Reference Model.
Without going too far afield. It Is helpful to review the basic
principles that are used in the design of communications
networks, for these same principles can, and should, be
applied to the development of trusted network systems. As
described in [8], the identification of protocol layers is based
primarily on the need to deal with a different level of
abstraction, with each layer performing a well defined
function. Strict layering is usually observed, In order to
encapsulate the services that are performed and to provide
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some degree of protocol independence. Without such
abstractions and layering, It Is unlikely that a network as
complicated as the DoD Internet could ever be made to run.
In the following discussion, layer.n protocols exist between
pear-level entities, while service interfaces exist between
layer n and (n+l) entitles.
4.2. Trusted Protocol Design and Implementation
Unfortunately, the emphasis on protocol layering and
abstractions in the communications world is not readily
apparent in the TNI 2 . However, such a layered protocol
view of the world is not inconsistent with the TNI, and
indeed provides an excellent model for analysis of trusted
network systems.
Consider a trusted implementation of a layered network
component. From a communications perspective, this
component would Implement protocol layers 1 through n,
which would provide layer-n services to layers (n+l) and
above. From a trusted system perspective, this component
would have its own security policy (and model), which
would define access of layer-(n+l) subjects to objects
existing at the service Interface between layers n and (n+1).
For example, a trusted network layer (and below)
implementation would mediate access of transport layer.
subjects to network packet objects. Processes and files do
not exist at tho netw ork layer of abstraction; only transport3
layer protocol entities and packets (or datagrams) .

access or modify resources used by lower-level protocols,
except through the vocabulary of operations provided by the
protocol Interface.
4.3.1. Layering Within LAN Systems
Most distributed systems in use today rely on a combination
of physical and logical separation at the interfaces between
certain layers in the protocol hierarchy, A typical LAN
architecture (Figure 2) consists of multiple hosts, each
having a dedicated LAN co-processor board that performs
packet transmission, reception, limited error control, etc.
These boards generally implement the physical and link
layers, and sometimes the network and transport layers as
well. The traditional rationale for this separation has been
performance rather than security,
Host A

.

It must be realized that many networking Implementations
do not necessarily use a separate process for each
individual layer of the protocol hierarchy, For example,
UNIX systems commonly Implement TCP/IP within a single
process rather than as separate processes. When a single
process is used to im plem ent m ore than one protocol layer,
the combined layers must be treated as a single layer for
the purposes of covert channel analysis.
4.3. Covert Channels Within Protocols
This same model can be used for performing covert
channel analyses of trusted network systems, Each
successive layAr ot the protocol stack could be analyzed
with respect to the covert channels that exist within that
layer and lower layers. For example, an layer-n analysis
would concentrate on the existence of covert channels
through the layer-n implementation that can be utilized by
the various layer-(n+l) entities (subjects) through the
service Interface.
The covert channel analysis for a trusted layer-n component
would be concerned only with the identification and analysis
of unauthorized Information channels between pairs of
It would not provide for the
layer-(n+l) subjects,
identification of covert channels within higher layers, and it
can not be responsible for auditing or resolving any
channels that might exist within higher layers, It is a basic
rule of layered protocol design that a lower-level protocol
should not read or modify the contents of higher-level
protocols. Similarly, higher-level protocols should not
2 For example, Appendix A (Network Components) does not
include an example of a layered, distributed component, but rather
shows monolithic "boxes" Interconnected with wires.
3 Oonsequently, it Is not possible ior a trusted network-layer
Implementation to quality as a TNI "system", since Itdoes not deal with
the Idenllflcallon and mediation of human-user entitles.
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Figure 2. Typical LAN Architecture.
Such physica: separation provides assurance that host
processes do not have direct access to the physical
transmission medium or any data associated with the
protocol layers Implemented on the co-processor, unl=Ls
the co-processor interface explicitly provides such acc•ess.
User-level processes do not have any other means of
accessing the Internal registers of the co-processor board,
observing the contents or addresses of individual packets,
etc. The net effect of this separation Is to limit the available
mechanisms for covert communications among legitimate
hosts on the network.
Given an appropriate software architecture In which
processes are permitted to communicate only through
carefully controlled mechanisms managed by the TCB, the
same degree of assurance should be possible using logical
separation. In either case, careful definition of the service
Interface between layers is required and the Implementation
must ensure that it is not possible to bypass this Interface.
Note that the mechanisms used to Implement a layered
protocol securely will have much in common with those
used to implement TCBs.
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4.3.2. Analysis Techniques
If the Shared Resource Matrix (SRM) methodology [5] IS
used, we believe the SRM operations can be identified by
closely inspecting the service interface between the trusted
layer-n component and the external layer-(n+l) subjects, A
variety of resources must be considered, both those visible
at the service interface and those embedded within the
layer-n component. However, it Is not necessary to
address any internal resource whose attributes are invisible
to the higher-level protocols. For example, it would not be
necessary to address the number of retransmissions
required to reliably send a packet to a remote peer entity, if
the number of retries is hidden within the abstraction of the
lower protocol layers. The possibility of composing
matrices at the individual levels to provide system level
analysis is an interesting subject for further research.

hosts, It is possible that information could be covertly
signaled from P1 to P3, using the allowable
communications path from P2 to P3. Extended channels
such as this (Involving multiple transfers) are equivalent to
those described by [5] Involving multiple attributes, and it is
believed that they could be Identified by the same method,
i.e., a transitive closure of the overall network matrix. In the
analysis of covert channels it is not sufficient to determine
the security flaw that allows information to work, one must
also be concerned with the nature of information that may
be leaked through this flaw and the places in the overall
system where the information might be extracted.

P1
4.4. Host-to-Host Channels
The preceding discussion has presented a general
approach to addressing Internal covert channels within
individual layers of a trusted network system. However,
protocol layers may be addressed as a group having a
common hardware platform or run-time services, for
example, the lower level protocols that normally reside on
an Ethernet LAN Interface board or the higher-level end-toend protocols (e.g., FTP, Telnet) that normally reside with
the software of individual hosts. Thus, within local area
network systems having dedicated LAN hardware, it makes

Single Host

sense to consider separately the covert channels4 that may

P..---------

exist within the underlying network layers from those within
the individual hosts. If this approach is taken, one can then
categorize Inter-process covert channels as either intra-host
or fnter-host:
Intra-Host

Inter-Host

Covert channels that exist between subjects
on the same host computer can be identified
ard resolved within that host, independent of
any
host-to-host
connections.
The
Identification of such covert channels is
extensively treated in the literature. If a
mechanism Is identified as providing a
potential covert channel, then that mechanism
should not be used either within the host or In
conjunction with network transfers.
Covert channels between subjects on different
hosts can be addressed in two steps, with
host-to-host channels addressed at the lower
layer, and process-to-process
channels
addressed (as above) with!n each host.

It Is possible that a security flaw that has been deemed
acceptable within a single host may not be acceptable
when the host Is connected to a network. This is because
the overt communications channels between hosts can be
used to extend the number of processes that can take
advantage of such a flaw. Consider Figure 3, which shows
a covert channel between Processes P1 and P2 in Host A.
If Host A Is then Interconnected with Host B, and peer-level
communications protocols are established between the

" This Is the case if the underlying network Is being developed as a

trusted component, and Is also probably true even If untnisted LAN
components are being used with trusted host software.

P2

Network System
Figure 3. Example of an Extended Covert Channel.
-ven with these additional possibilities for extended covert
channels, the layereo approach described above has the
advantags of being conceptually easier to follow than
attempting to address all the channels within a distributed
network system at the same level of abstraction. By
dividing the potential covert channels, a separation of
concerns may be made, and the two distinct cases may be
solved individually. As a result of this separation, it is
possible to use network-based controls within trusted
lower-level protocols to significantly reduce the ability of
higher-level protocol subjects to interact in a way that
violates the system's security policies.
5. Network-Based Controls
To
The fundamental problem to be solved in the covert
channel analysis of a network system Is to prevent arbitrary
host processes from interacting In ways that may violate
security policy. As described above, this process Is
potentially complex because of the need to address

channels between arbitrary processes running in arbitrary
host computers.
231.

One way of solving a significant part of this covert channel
problem Is to embed network-level access controls within
each LAN interface board, so that only certain host-to-host
interactions are allowed. If a particular pair of hosts is not
allowed to communicate (at the packet level), then it follows
that covert channels cannot exist between processes in
those hosts.
This mechanism will suffice by itself in single-user
workstation environments where all processes within each
communicating workstation are cumulatively allowed (or
disallowed) to communicate with all processes In another
workstation. However, if some (but not all) of the
processes within a host are allowed to communicate with
some of the processes within another host, the covert
channel analysis must then Include an analysis of the
mechanisms available within each host system. If there
exists a mechanism within one of the hosts that can be
used as a covert channel within that host, then the same
mechanism can also be used in conjunction with an overt
channel provided by the network to covertly signal
information to a process in a remote host. This is not a
flaw In the proposed method of network-based controls, but
rather an unrealistic expectation for the network layer of
abstration.20755.
abstraction.
the network
The use of embedded access controls within
can also be used to reduce the potential address channel
bandwidth in unprotected LAN environments (i.e,, to
wiretappers). As described in Section 3, the LAN address
channel mechanism Is possible when a high-level host
process can address packets to multiple destinations and a
wiretapper can observe the sequence of packets emanating
from this host. Reducing the number of authorized
destination addresses available to a particular host (and Its
processes) reduces the width of the channel from the width
of the LAN address field to the number of bits that can be
signaled using authorized destination addresses. For
example, if there are 16 authorized destinations, then only
four bits can be signaled per packet, as opposed to the 48
bits otherwise available In the LAN address field. As
pointed out in [9], in the absence of ways to force
mi.delivery of packets on the LAN, there appear to be no
host-to-host covert storage channels within the network
component itself.
6. Conclusions
This paper has provided an architectural basis for the
definition of covert channels within local area network
environments. Covert channel analyses for trusted LAN
systems must provide for Identifying channels between
Individual host applications running on top of the distributed
NTCB. The composition of a network system covert channel
analysis from the analyses of individual network and host
components is expected to be the primary area of
Investigation for local area networks that operate in
physically protected environments.
In addition, If the network must operate in unprotected
environments, the developers should provide mechanisms
to protect against covert channels between internal
applications and potential external wiretappers. However, in
no event should these external channels be the only area of
Investigation during a secure LAN covert channel analysis.

The architecture of LAN-based systems lends itself to
Implementing access controls within the network hardware
Itself in order to prevent unauthorized host-to-host packet
flows, This reduces the scope of potential covert channel
Interactions that must be considered In a network system
analysis, Once this capability Is provided, It has the
additional benefit of eliminating most or all protocol-based
covert storage channels by preventing individual host
application processes from having direct access to the
packets on the LAN medium.
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